
 Domain-based Message Authentication, Reporting and
Conformance 

DMARC enhances email security by guiding how to handle emails that
fail SPF or DKIM checks. 

Emails that fail DMARC are then
subject to the policy dictated by the
domain owner, either to monitor,
quarantine or reject these emails.

The recipient mail server checks
SPF and DKIM alignment with the
DMAR policy to check
authenticity. 

DMARC allows domain owners
to set policies for handling failed
SPF or DKIM checks. 
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Policies are published in DNS
records, dictating whether to
quarantine or reject suspicious
emails. 


